Web Application Security (WAS) Rotterdam University of Applied Sciences

Lab 3: Building a Security Lab

QUICK REVIEW

When we talk about security penetration testing, the best and safest method is to practice within a virtual environment.
The virtual environment can be created in virtual machines. Virtual machines are simulated machines running inside real
machines. In the virtual world, the actual Operating System running on a computer is called “host” and every virtual
machine that is run is called “guest.” Virtual machines are safe because if a guest VM gets hacked, the host machine will
remain safe.

Some of the virtualization systems are VMware Workstation, VMware Workstation Player, Oracle VirtualBox, etc. Even
though you have your own choice to select any virtual machine for your lab, in this course, we will be using a VMware
workstation Player. The main difference between these two (VMware Workstation and VMware Workstation Player) is
that Player can only play the virtual machines while Workstation can both create and play the virtual machines.

You may choose to install Oracle VirtualBox or VMware Workstation Player for this class.

In this Lab, we will take a deeper look at the http requests and responses.

& Important Notice:

Please carefully read the disclaimer declaration on the course webpage, before you start the lab practice, and make sure
you fully understand all statements. The disclaimer is available on https://hogeschool.github.io/INFANLO1-9.

LAB PRACTICES

3.1. Installation of VirtualBox

VirtualBox is a cross-platform virtualization application. It can create and run a “guest” operating system (Virtual
Machine) in a window of the host operating system such as Windows, Mac, Linux. We will use VirtualBox to install Kali
Linux which comes with a set of security test tools that are useful for the labs.

To install VirtualBox, go to the download page available on https://www.virtualbox.org/wiki/Downloads.

V¥ Oracle VM VirtualBox Manager - o
File Machine Help
@ - e
&7 0 |
& AR Gap
Preferences  Import Export New Add
Welcome to VirtualBox!
The left part of application window 66
contains global tools and lists all virtual
machines and virtual machine groups on
your computer. You can import, add and b 3
create new VMs using corresponding o
toolbar buttons. You can popup a tools Ay
of currently selected element using NS5

corresponding element button.

You can press the F1 key to getinstant
help, or visit www.virtualbox.org for
more information and latest news.

=  MacOS installation

- Download the setup file
- Runthe installer by clicking on virtualBox.pkg and follow the installation instructions
- Click on the VirtualBox icon inside the application folder of your macOS

=  Windows installation

- Download the setup file
- Run the installer and follow the installation instructions.
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= Linux installation (Ubuntu)

- Toinstall VirtualBox, update first the list of available repositories. Run the commands below to install
VirtualBox repository key.

wget -q https://www.virtualbox.org/download/oracle vbox_2016.asc -O- | sudo apt-key add -
wget -q https://www.virtualbox.org/download/oracle vbox.asc -O- | sudo apt-key add -

- Next run the commands below to add VirtualBox repository to your system.

sudo sh -c 'echo "deb http://download.virtualbox.org/virtualbox/debian $(1lsb_release -sc)
contrib" >> /etc/apt/sources.list'

- Run the install command.

sudo apt-get update
sudo apt-get install virtualbox-6.0 //you can specify any available version here

3.2. Installation of Kali Linux

Kali Linux is a Debian-derived Linux distribution designed for digital forensics and penetration testing. It includes some
preinstalled tools like SQLMAP that is going to be used to detect and exploits SQL injection flaws.

To install Kali Linux, go to the download page, which is available on https://www.kali.org/downloads. Then download
the 1SO-file Kali Linux 32/64 Bit. To install it on your VM, follow the instructions below:

= Start the VirtualBox application on your machine
= Create a new Virtual Machine
=  Create a new Virtual disk (VDI, dynamic allocation etc.)

# Create Virtual Machine

Hard drive

If you wish you can add a virtual hard drive to the new machine. You can
either create a new hard drive file or select one from the list or from another
location using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once, the. machine is created.

The recommended size of the hard drive is 8.00 GB.

") Do not add a virtual hard drive

Create a virtual hard drive now!

() Use an existing virtual hard drive file

WindowsXP.vdi (Normal, 10.00 GB)

=  Modifying some VirtualBox settings (It depends on the specification of your machine):

- Allocate physical memory

- Allocate video memory

- Select OS Type

- Select CPU acceleration and core numbers
- etc.
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€23 Kali Linux 1.0.6 - Settin [
[E] General System /
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Loading Kali ISO by mounting the 1SO-image to VirtualBox.
Booting Kali 1SO (initial info, location, time zone, etc.)

Machine View Devices Help

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture () 5
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= Partition your disk with Kali disk partitioning.

{3 Kali Linux 106 [Running] - Oracle VM VirtualB: C=Tra
Machine View Devices Help Machine View Devices Help

O ey
N

Partition disks Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

Selected for partitioning:
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

SCS13(0,0,0) (sda) - ATA VBOX HARDDISK: 21.5 GB
If you choose guided partitioning for an entire #€K, you will next be asked which disk should be used.
Partitioning methad:

The disk can be partitioned using one of several different sgfémes. If you are unsure, choose the first
one.

Partitioning scheme
Guided - use entire disk

Guided - use entire disk and set up LVM

All files in one partition (recommended for new users)
Separate fhome partition

Guided - use entire disk and set up encrypted LvM
— Separate /home, jusr, fvar, and ftmp partitions

P § I
| screenshot | GoBack Continue | | screenshot [
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Finalizing installation and running Kali on VirtualBox.
= Install VirtualBox Guest Additions packages.
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3.3. DVWA (Damn Vulnerable Web Application)

Damn Vulnerable Web Application is a PHP/MY SQL web application that is vulnerable. Its main goals are to be an aid
for security professionals to test their skills and tools in a legal environment, help web developers better understand the
processes of securing web applications and aid teachers/students to teach/learn web application security in a class room
environment.

3.3.1. Perquisites of the installation

Note: If you have the full version of Kali Linux installed, then the required packages/tools are preinstalled. In case you
have installed another version, you need to check which packages/tools are preinstalled.

= First you need to check the installation of PHP 7.3.x, MYSQL v15.x, Apache2, Git in the Terminal.

php --version //version output 7.3.x
mysql -version //version output 15.x
git -version //version output 2.x
apache2 -version //version 2.x

= Incase you are missing one of those packages/tools, then you need to install them using the apt-get install
command. For example, if Git is missing:

‘ sudo apt-get install git

3.3.2. Setup MYSQL server

Since the MY SQL server is empty, we need to create the database for the DWVA application, a user other that the root
and its password. In addition, we need to give this user the permissions to create tables.

= To setup the password for the MY SQL server, you need to start the server

‘ sudo service mysql restart

=  Then change the password:

‘ mysgladmin -u root password “your password”

= After changing the password, you can connect to the MySQL server to create the database:

‘ mysql -u root -p

- Type the MySQL root password you have created earlier, and then press Enter.

= To create a database, type the following command:

CREATE DATABASE dvwadb;

=  To create a database user, type the following command. Replace “dvwausr” with the user you want to create,
and replace “your password” with your actual password:

‘ CREATE USER 'dvwausr'@'127.0.0.1' IDENTIFIED BY 'your password';

= Now you can grant permission to the user you have created:

‘ GRANT ALL PRIVILEGES ON dvwadb. * TO 'dvwausr'@'localhost’ IDENTIFIED BY 'your password';
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- Once done, exit the application by typing the following commands:

\q

3.3.3. Download DVWA
We need to download the archive of DVWA from GitHub.

=  Go to the apache2 folder:

|cd /var/www/html/

= Clone DVWA from GitHub, type the following command:

| sudo git clone https://github.com/ethicalhack3r/DVWA.git

3.3.4. Configure DVWA

Now we are ready to edit the source of PHP config files to make sure your web application connects to the database. You
will use the text editor to edit the configuration file. The configuration file needs to be renamed, so that the application
can use.

=  To change the configuration file name, enter the following command:

sudo cp /var/www/html/DVWA/config/config.inc.php.dist /var/www/html/DVWA/config/config.inc
-php

= After that the file can be edited with another command

‘ sudo vim /var/www/html/DVWA/config/config.inc.php

= You need to change the database name, user, and password of the MySQL database. To do this the VIM file
editor accepts keyboard shortcuts.

- The arrow-button allows you to navigate through the file.

- The button “x” removes a character in a string

- The button “i” allows you to enter the writing mode

- The button “Esc” exits you from the writing mode

- The buttons combination “:q!” exits the file without any changes

- The button combinations “:wq” exits the file after saving the changes

= Navigate to the string you need to change using the arrow-buttons. After reaching the string type the letter “x”
to remove the strings letter by letter. Then type “i” to start editing. The start replacing the values one by one
using the button combinations mentioned above.

$ DVWA = array();

$ DVWA[ 'db_server' ] = '127.0.0.1';
$_DVWA[ 'db_database® ] ‘dvwadb’;

$ DVWA[ 'db_user' ] "dvwausr';
$_DVWA[ 'db_password' ] ‘your password’;
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root@kali: ~ e e 0
File Edit View Search Terminal Help

t system to use

WARNING: The database specified under db database WILL BE ENTIRELY DELETED during
dedicated to DVWA.

are using MariaDB then you cannot use root, you must use create a dedicated

README.md for more information on this.
$_DVWA = array();
$_DVWA[ 'db ser\

$_DVWA[
$_DVWA[
$_DVWA[

# Only use
$_DVWA[ 'db port '5432";
ReCAPTCHA settir
Used for the 'I ure CAPTCHA' module
You'll i to generate your own keys at: https://ww
$_DVWA[ :
$_DVWA[

google.com/recaptcha/admin

-- INSERT --

= Now you need to start or restart both servers the Apache2 (web-server) and the MY SQL (database) depending
on the current status

sudo service mysql restart //or stop and then start
sudo service apache?2 restart //or stop and then start

= Inthe browser insert the following url: http://127.0.0.1/DVWA/setup.php

* - Mozilla Firefox

Setup :: Damn Vul ble Web Appli (DVWA)v1.10 *D

Erable X | +

® 127.0.01/D 1P B som | - @ £

frensive Security @ KaliLinux @ Kali Docs @ Kali Tools @ Exploit-DB Wy Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @& Get

Command Injection

e Setup Check

Operating system: *nix

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

CSP Bypass
JavaScript

DVWA Security
PHP Info

Backend database: MySQL.
PHP version: 7.3.1-1

Web Server SERVER_NAME: 127.0.0.1

PHP function display_errors: Disabled
PHP function safe_mode; Disabled

PHP function allow_url_include: Disabled
PHP function allow_url_fopen: En:
PHP function magic_quotes_gpc:
PHP module gd: Missing - Only a
PHP module mysq: Installed
PHP module pdo_mysq: Installed

d
e if you want to play with captchas

MySQL username: dvwausr
MySQL password: *+++
MySQL database: dvwadb
MySQL host: 127.0.0.1

reCAPTCHA key: Missing

[User: root] Writable folder Avariwwihtm|/DVWA/Mhackablefuploads/: Yes
[User: root] writable file IbID

_log txt: Yes
[User: roof] Writable folder Avariwwihtm|/DVWA/config: Yes
Status in red, indicate there will be an issue when trying to complete some modules.

If you see disabied on either allow url fopen or allow url_include, set the following in your php.ini file and restart
Apache

url_fopen = oOn
allow url_include = On

These are only required for the file inclusion labs so unless you want to play with thase, you can ignore them

Create / Reset Database

Then click on the button “create/reset database” in the bottom of the page. After a successful installation you
should see a message bellow the button indicating the changes.
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Setup:: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

Inerabl- X | +
setup.php B (eon e

Offensive Security @ KaliLinux @ Kali Docs &) Kali Tools @ Exploit-DB Wy Aircrack-ng @ Kali Forums € NetHunter &) Kali Trai

@ 127.0.01

[User: root] Writable folder Avarfwwwintm|/DVWAJconfig: Yes

Logout Status in red, indicate there will be an issue when frying fo complete some modules.

Ityou see disabled on either allow_urf_fopen ar allow_url_include, set the following in your php.ini file and restart
Apache

allow url fopen = On
allow url include = On

These are only required for the file inclusion labs so unless you want to play with those, you can ignare them.

Create / Reset Database

Database has been created.
‘users’ tahle was created.

Data inserted into ‘users’ table.
‘guestbook’ table was created.

Data inserted into ‘guestbook” table.

Backup file /config/config.nc.php.bak automatically
created

Setup successful!

Username: admin
Security Level: impossible
PHPIDS: disabled

The final step is to go to the login page and enter the credentials to use the application. Enter the path to the
login page in the browser http://127.0.0.1/DVWA/login.php, then login with the default username and
password:

Username: admin
Password: password

Login :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

x  +
[login.php 90% - 9

ive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB Wy Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training &

® 127.0.0.1/D

D\WA)

Username

admin

Password

Login

You have logged out

Full description of DVWA is available on: https://github.com/ethicalhack3r/DVWA/blob/master/README.md
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