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EARNING OUTCOME
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On completion of this module, students will be able to:
1) (nderstand web application security and its imPortancc.

2)  (Jnderstand common mistakes of coders and vulnerabilities of web

aPPlications.

5) Exp]ain how could deve]opers’ mistakes be exploitecl to the benefit of the

attackers ané how to Prevent these attacks.

4) uild secure web applications using secure coding practices.
I3 2 gp
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SSESSMENT

B
Final ™ xam: (Final (irade)
. Thc exam material covers the contents of the book "]nnoccnt Codc", suPPlemcntcd
with variations on it that are addressed in the weeug classes and labs.

. Tl‘ue [T xamis MCQ‘cxam, consists of 40 questions.
= T he minimum SEEE mark is (27 Correct Answers).

Final Assignment: (No contribution to the final (Grade)
. Description will be Published in
»  Deadline of Submission:



ISCLAWAER
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* You understand that in this class we may cover methods to exploit vulnerabilities

in comtemporarg computer sgs’tems ancl computer networks.

: You further understand that we may learn techrziques emplogecl bg unethical

)

individuals to security mechanisms, copgright, cause
cause Siel - the law in other NEDES

* You herebg Pledge to use all information obtained in this class in an ethical and
responsible manner, Properl3 observing Universitg Folicg and the law.



DISCLAIMER
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» You further Plcdge to abide 53 course rules, in Particular (but not limited to)
hacking systems declared off-limits 53 the instructional staff.

. Bg using the course materials, you accept that you will onlg lawFung use it In a
test lab — with devices that you own or are allowed to conduct Penetration tests
on — to enhance your own know]eclge.

We use of any information expressed on the course of a
lab environment.

u Ang actions and or activities related to the materials contained in this course is
sole]3 your responsibilitg. The of the knowledge and information in this

course can result in the persons In question.



NTRODUCTION
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T hree spechcications are central to the \Web:

. URL (Unhcorm Resource | ocators)
[u R] Urshcorm KResource lclenthcicrs]

2. H%“ML (nger—rext Markup Language)
5. H~—4TF (ngertext Transger Frotocol)

e e
e ©
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HTTP
(HYPERTEXT TRANSFER PROTOCOL)



LIENT-SERVER RN\ODEL OF WEB

R

T CF connection is established, the

browser sends a HTTF request
asking the web serverto Provicie the

warxtecl Clocument.

O o=

Tl’TC WC}D sScerver SCF}C!S a !"CPIH

containing the page contents, and

closes the connection.

he browseris alwags the initiating Partgw—tiie server never “calls back”.

" his meansthat 1] | Fisa client/server Protocol.

~—

he client will tgpica”g be a web browser, but it need not be. |t may be any program
capablc of sencling HTTF requcsts to a web server.

Note: this tep connection modelis valid for HTTF/I x |n HTTF/Z this model was Par’cia”g changed



EQUESTS AND RESPONSES
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HT 1T isline orientcd,just like many other |nternet Protocols.

(_ommunication takes Place using strings of characters,

seParated 139 (ASC” i 5) and (ASC” iO).

Eixanwaka

GET / HTTP/1.0
Host: www.someplace.example
Accept: text/html, text/plain, image/*

Accept-Language: en
User-Agent: Mozilla/5.0 (X11; U; Linux 1686; en-US; rv:1.5a)

Reguest



ET REQUEST

Method token

Request-Line

Request-header lines

POST, HEAD, ..

BrdlS HTTP-Version Loentifler

Host: www.someplace.example
Accept: text/html, text/plain, image/*

Accept-Language: en
User-Agent: Mozilla/5.0 (X11; U; Linux 1686




ESPONSE

“404 Not Found”

o

HTTP-Version — Status-Code

the status-Line
Date: Sun, 07 Dec 2003 21:16:12 GMT
Server: Apache/1.2.27 (Unix) PHP/4.3.2
Last-Modified: Wed, 20 Aug 2003 20:31:11 GMT
Content-Length:
Response-header Lines Connection: clc
Content-Type:

<html>
<head><title>Test</title></head>
<body>

<p>Hello, world!</p>

</body>

</html>




ET REQUEST VS, Post REQUEST
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FOST requests should be used when the action about to be taken has side

effects on the server, i.e. when something IS Permanent]g changc&.

With (GIT T, a client asks for information.

\With FO5T, the client contributes information.

With GET requests, the browser is free to resend the request, for examp]e,
when the user presses the “back button” in his browser (ot suitable for money
transfers in a bank).

FOST requests, on the other hancl, cannot be reissued bg the browser
without first asking the userfor Permissiorx to do so.

]n a GET request, any Parameters are encoded as Part of the UKL
]n a FOST request, the Parameters ar@



OST REQUEST EXAMPLE

NS W~
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(POST ]/login.php HTTP/1.0
Host: www.someplace.example
Pragma: no-cache
Cache-Control: no-cache

User-Agent: Mozilla/5.0 (X11; U; Linux ié86; en-US; rv:1.5a)

Referer: http://www.someplace.example/login.php
Content-type: application/x-www-form-urlencoded
Content-length: @

username=jdoe&password=BritneySpears&login=Log+in

The Parameters are encoded as you are used {e) but they are hidden in the request

rather than bemg Part of the URL

URL Encodmg refers to the escaping of certain characters }33 encoding them
using a Percent sign followed bg two hexadecimal &igits.

| AT&T ATS26T |



EcurIty CONCERN
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.,. ' 7
What can be the securitg concern? @

X

As all requests originate on the client-side, that is, on computers of which the user
has full control, rxothing stops the attacker from the browser with
something complete|9 different.

As HTTF borrows its line oriented nature from

the telnet Protocol, you may actua”g use the

te]nct Program to connectto a web server.

telnet www.someplace.example 80

Evergbodg can to connect a socket and do the actual

Protocol conversation for him/her.



ROXY

T here are Freelg available programs

that will aid them in manipu!ating all data
that get sent to the server.

v Intercept requests POST/GET w

Some O{: tl"lCSC Programs are PY’OXiCS . Limit to domains | Set no-cache |!
tl’-]at Sit between 3our browser and anfj ‘:.—" v Skip extensions ‘L‘-mp‘bz:‘.ca-;::.Cfr;.doc,gnf,gz.Jar._mE About

web server, and that pop up nice &ialogs .:3( T —

Request Params |Headers | Log |

WI"ICHCVCF 9OUF browser SCF}CJS angthing.

IXT | JUSTER INNSTILLINGENE DINE

The Proxies let you change headers user [parbage
ancl clata bemcore theg are Passed to the -
server.

Cancel OK all waiting Cancel all waiting




HE REFERER HEADER

B e et

A R@Cerer headeris sent }33 most browsers on most requests.
» T he header contains the URL of the document from which the request
originateci.

Eixanwaka

—

<img src="http://www.images.example/img/cindy.jpg"/>
e

<a href="http://www.news.example/index.html">News</a>

The HTML snippet includes an image from and links to

a;aagccan



HAT S THE SECURITY COUCERA WiTH REFERER HEADER?

When the browser views the HTMIl, it will imme&iatelg connect to
to obtain the image.

s When requesting the image, the browser sends a Referer header like this:

Referer: http://www.site.example/index.html

The URL Points to the page from which the iImage was referred.
An9 Java Applets, Active X, scripts and P]ug~ins included in the page would give

the same Remcerer header.

And not onlg included objects: if the user clicks the link given above,

will receive the same Referer header.



isK's?
| et’s see it online:

i. |tleaks information to remote sites.
Ang part of the URL, including parameters, will be visible to the third~Part9

web server and any Proxies that hanc”e the request.

2. The Referer header originates on the client.
Some web sites check this header to make sure the request originate& from a
page generatecl bg them (e.g. to Prevent attackers from saving web pages,
moc}hcying forms, and Posting them off their own computer}.
o This security mechanism will , as the attacker will be able to moc!hcg the

Referer header to look like it came from the original site.


https://www.hogeschoolrotterdam.nl/

ACHING

—
Caching refers to tcmporarilg storing documents close to the final destination, in
order to reduce download times.
Two tgpes of web caches:
» | ocalcache:is marxagecl bg the browser itself.
When the browser reques‘cs a document from

aremote server, it often stores a copy on the

disk orin memory.

» Shared (Proxg> cache:is typica”g a serverin the local area network.
If one user reads an on-line newspaper, and another user reads the same paper
shortlg aﬁ:er, the proxy cache may serve a local copy of the document to the

SCCOﬂd uscr.



ECURITY COMCERMA

Some documents - For example:
» \isitors a stock information web site most like]9 want up to date stock
information, not 965‘:@'&89’5 NEWs.
. Feople might be able to use the back button to see other People’s web
pages in a shared browser, such as in Panks, |nternet caf¢s.

Such sites need a NEL to tell browsers and Proxies that documents should not be
cachecl, or that theg may onlg be cached for a limited time.

As with most other control information on the web, cache control is handled By

T TT headers.
Different versions of HTTF spechcg different mechanisms for cache control.



OOKIES
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HT TT is a stateless Protocol (no ties connecting different requests from the same

client). 7
n We would like to have state between requests. What state for examlple? @ A

Google search engine once used cookies to allow users (even non~registered

ones> to decide how many search results per page they wanted to see.
u Cookies are introduced as an extension to HTTF to give usjust the state.

With cookies) the web server asks the client to remember a small Piece of

information.

This information is Passed back }39 the client on each subsequent request to the

sSame scerver.



OOKIES
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HTTF headers are used for both set’cing and rctuming cookies.

\When server wants the client to remember a cookie, it passes a Se‘vCookie header

in the replgz

Set-Cookie: Customer="79"; Version="1"; Path="/"; Max-Age=1800

T o which parts of the document
hierarchg on this server
that cookie should be returned

Name of cookie How many seconds to

and its value remember it

Cookies are returned using the Cookie header:

Cookie: $Version="1"; Customer="79"; $Path="/"




OOKIES

Drawbacks:

» irstly, cookies may be limited in size, so space consuming states cannot be
Y ", P &

sagelg represented using cookies.

m Secondly, cookies are handled on the client-side, so we have to keep making

sure that a misbehaving user doesn’t change the state to his own liking.

Both limitations would be solved if we could keep the state information on the server

side.



SESSIONS



ESSIONS (SESSION OBJECTS)
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Sessions are server-side collections of variables that make up the state.

Iow to associate a set of data on the serverto the correct client?

Scssion ID

B The Telitlnlely aPProach is to have the client pass a session ]D on each request.

T he session |D unique]g identifies

one session object on the SErver,

the session object “owned” bg the 1\

client making the reques’c.

Sccurit9 Problem with sessions?



ESSION HUACKING
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Mang web sites use a session-based log~in} in which a session is initiated once the

user has given avalid user name and Passworcl.

Q H: somebodg gets access to the session ]D of a ]ogged in user?

The attacker would not need to know the Password of the victim, as the session ID
works as a “short-time Password” or a PromC of successtul authentication after a

user has logged n.



ESSION HUACKING
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How would the attacker gain to the session |[)7? @?

. Guess it

= (Caledlate it

»  Brute-force it,

= [indit bg trial and error
»  (ross-site Scripting

" USC referer header

»  Packet sniging



OUATERMEASURE

BE security of sessions lag in the secrecly of the session |D.

he number one goal to prevent session hgacking Is to keep the session |[D

unavailable to third Parties.

As an extra Precaution, many web sites implement secondarg measures to limit the

risk of session hijacking, even if a session ]D becomes available to attackers.

However, none of these seconclarg mechanisms offer full Protection against

hijacking.

The is the on]9 mechanism that gives real Protection.



ECONDARY MEASURES

I.

Tie the session | to the ]F address of the client.

It will not protect against attackers who hide behind the same web proxy as the

victim, as all requests from the same proxy will come from the same ]F address.

Tie the session |]D to certain 1T T [ headers Passed bg the client, such as the
USer~Agent header.

This aPProach st bu”etpromc either: an attacker could mimic the headers sent
bg several Popular browsers. One of the combinations would Probablg let him
through.



3. [ave variable session ]Ds, a scheme in which the session |[D is changccl for

every rcc]uest.

(/lmcortunatelg, this wouldn’t give full Protection either. An attacker that got
access to a session || could quick]g present it to the web site before the victim

Clo anew request.

The attacker would thus completelg take over the session, blocking the victim

1Crom Further access.

T}we number one measure against session lﬁﬂacking is to make sure
session ]Ds wor’t be leaked to third Partics in the first P]ace.

Without a valid session D, session hﬁacking s very hard.



HTTPS



TTPS: ENCRYPTED CORMMUNICATION
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To make a web server secure, encryption P]ags an

imPortant role.

In a web setting, Cncrgption usua”9 means HTTFS
m HTTF5 may be described as HTTF communicated over an encrgpted

charmel.

. The encrgptecl channel can be

Provic]ecl bg the Fo”owing Protoco]s:
U 5€cure Socket Lager (55L> ’h <+ @ -_— a

- TraﬂSPO‘”t Lager 5ecurit3 (TLS)



Encrgption only Protects the
network connection between User

the client and the server. @
: e :
Insecure connection
An attacker may still attack
,Euthe

will have a hard time attacking the SR
User ' ;

Normal HTTP (20)

communication channel between them

Encrypted Connection

N

sSsL Cer% £



ACKET SNIFFING
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Packet sniging attacks the network transport rather than the
aPPlication or the client.

The correct aPProach to protect against snhC]Cing Is to encrypt

all communication.



EFEAT PACKET SNIFFING USING HTTPPS
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HTTFS makes it impossible for

someone to listen to traffic in order

to extract secrets.

Feople may still sniff Packets, but the
ackets contain seemin l ramclom
S Y
2l

http://www.example.com

—_—>

password: abc123

&

Without password encryption

plts.
Seconreet®
o

Hacker see “abc123”

https://www.example.com

—

password: abc123

With password encryption
f

Hacker see “xyaerXzabc”




AN IN THE RNIDDLE (AAIT M)
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]n M]TM, the attacker?ools
the victim’s comPuter into @
connecting to him rather than

the real server (e.g. a bank).

4 N

T he attacker then connects to the target server on behalf of the victim, and
egectivelg sits between the communicating Par’cies, Passing messages back and

forth.

= e may thus both to and the communication.



When HTTFS is used, the clients will a]ways verhcy the server’s certificate.

Due to the way certificates are generatecl) the man in the middle will not be able to
create afake, but valid certificate for the web site.

Note that HTTFS in real life

doesn’t always solve the Problems

Certification Path

R Certificate Information

completely:
Pratees
u ]gn oran t user * Refer to the certification authority's statement for details.
= [Take website with similar domain name I E o
sued by: DigiCert SHA2 Extended Validation Server CA

u CC rtiFiCa tiO n 8 U th O riti C SJ m ista ](C S Valid from 14/08/2018 to 18/08/2020

o Bugs in browsers




ERTIFICATE BASED MUTUAL AUTHENTICATION

When T“ITTF\S is used,

the clients will alwags

vcrhcg the server’s

certificate. L‘J

Verifias e

Verifies
certificate certificate

{server.cer] Certificate Authority (CA) {client.cer]

@ Requestsp rotected resou n:ej
— ——

@ Presents certificate (server.cer)
€
@ Presents certificate (client.cer)

————

5 @ Accesses protected resource ‘

—




EFEAT AAITAN USING HTTPS
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BE= Proviclcs good Protcction of the communication channel, unless:

he user neglccts the wamings from the browser.

he browser allows the user to neglect its wamings.

he userfalls for cheap domain name or Protocol tricks Plaged bg an attacker.
hel (@i may be tricked into giving out false certificates.

he browservendor trusts a CA that the user wouldn’t trust.

he browser (or server) has a bugg9 SR S implementation.

—“he user’s computer IS contro”ed bg an attacker.

HT~~F5 is not a magic bu”et) however it is a good wiclely available mechanism for

securing web traffic.



SUMMARY



UMMARY
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= HTTF Is a simple) text-oriented Protoco].

» (lients connect to servers and send requests, each of which draws a response

from the server.
' Hea&ers are used to control the communication, and to SEEE cookies.
. A” request headers and data are controlled }39 the client.

= An attacker may thus easi]g SEEE headers and data after his own liking.



UMMARY
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"  Sessions are server-side containers for state information.

»  Attackers may be able to hﬁack the sessions of other users }39 getting hold of
their session |D.

- Several measures are available to make session hgacking harcl, but the real

solution is to keep the session D a secret.
. HTTFS Protects data that pass between the client and the server.

m Urncortunatelg, real world implementations of HTTFS are not bu”etproo?.

Mang weak links P189 a part in the game, and some of those links may easilg
break.



OUR TASK'S FOR THIS WEEK
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@ Reading:

. “]nnoccnt Cocle: A Securitg Wake{/lp Ca” for Web Frogrammers” (

@ Practical:

- HWOI:







