SOFTWARE QUALITY

LESSON 3:

> USER INPUT



NTRODUCTION

B e et

Most Clgnamic web aPP!ications accept some kind of input from the client.

This input: may decide what to do next,
it may be stored somewhere,
included in a new web page,
used in a legacy system,
" ~mailed to someone,
and almost evergthing e]se, Aepen&ing on the application.

this inPut, We shop, transfer Card Number:
money, give votes, send web-based greeting visa 4111 1111 1111 1111

cards, use search cngincs, or any other expiration Date o
service that relies on data bcing Passecl from

the browser to the web server.




Accepting input from the client is Probablg the greatest to
the security of a web aPPlication.

Accepting wrong inPut may make the programs make wrong
decisions, and the results may vary from , via to

34108

1o make sure our aPP]ication does not
make the wrong decisions, we need to

Phone

: : (800)319-6205
analgze every Piece omc 1nPut.

Email address *

Thc ana]gsis is known as input validation.

Invalid email address




INPUT



HAT IS INPUT?

Dt —ad

» tis quite clear that URL parameters must be considered as input:

http://www.somepl

» Jtisalso quite obvious that whatever the user enters in text fields and text areas

are input to the web application, whether it enters the application through GET
o FOST.

<input type="
textarea name="address

. These are known as user—-generated input.



=  Another kind of input that quite a few developers Country:

, 7 Uniled States
do not consider “real” mput: Canada

United Kingdom

» | he userinterface lets the user select which of o

Algeria
the Preclmcimecl values to send. c!
Angola
» T helist of Possib]e input values is dictated 59 ?;!fd“d
Argentina
the web application rather than 59 the user. g
i«ustraha
i
_Bahan‘.as

<select name="country"s>

<option value="dk">Denmark</option>

<option value="se">Sweden</option>

</select>




CheckBox and RadioButton Sample

- Chcck boxes and radio buttons: I Recingle

I String

type="radio" name="gender"
value="female" />&nbsp;Female

type="radio" name="gender"
value="male" />&nbsp;Male

= [idden fields:

<input type="hidden" name="userid" value="194423"/>

T hese can be called server-generated input, even if thcg come from the client,

as the values are dictated 53 our web application.

The user interface does not give the user an opportunitg to change the values.



HE RISK

DT R

(ff'
In most cases, server~generated inPut will come back to us with a é\‘
_/\ i

well-defined value, that is the value or one of the Possiblc values

that our aPPlication included in the [ 1T MI .

However, An attacker may have modified the values
before sencling the request:

s fa(GET request is used, parameter manipulation isjus’c a matter of

oxc the browser.

v faR@ S request is used, the attacker may have to
before sending the request.



ow?

Modifying the 1T ML is quite simplc:
1. (Jse the browserto save the [T Ml to afile.
2. Open the file in a text editor.
5. Make the intended changes.
4

[f the action attribute of the form is relative, moclhcg it to contain a full

IR
5. Save the file.

6. Open the local file in the browser, and submit the form.



= Some web aPPlications pay no attention to the difference between FOS T
and (G T, and accept either of the two.

GeT 4, POST

——————————

» [Torthose applications, the attacker need GET PosT
S . .
not go to the trouble of modiﬁjing the . puaswnclers ia WRL - pucomelers in bed,
-wnsed Lor Cdr.\,.mb documwenls - weed for v\?a“\.{“’
HTML - vAMmimauwa  WWRL \g&sl'\a Ah\-k
. ~ ok Ne cucwe Bals s k“s“‘

. - ned ok lo caclae

aPPen&s them to the UIRL given in the action attribute, and

. Just Picks Parameters from the {:orm)

puts the resulting CIRL in the location bar of his browser.



OW ABOUT SERVER GEMERATED FIELDS?

m Nothing stops an attacker from making country, gender and userid any

valuc he wants them to be.

= 950 we need to view the server~generatecj hidden Fielc!s, check boxes, radio
buttons and select list values as ,just as we see user~generatecl text fields

as inPut.



XARMPLE: ON-LINE PAYMENT

Dt —ad

Fven HT TF headers, inclucliﬂg cookies, must be handledjust as car@cuny as

textual inPut, as the {:o”owing example will try to show.

International Documents for online payment

/usr/local /www/docl{/it /payment. txt

If someone wanted to view the payment documentation, they would follow a link to a

URL looking like this:

http://www.bank.example/help?doc=payment. txt




Thc bank software would determine what Ianguage the user Premcerrccl based on
| ocale settings, and read payment.txt from the correct Clirector}j. How?

/* detect cracking attempts. it 1s not legal to include

* path elements in the document name. */

if (docname.indexOf ("\\") >= 0 || docname.indexOf ("/") >=
| | docname.indexOf ("..") >= 0) { Accept-Language
throw new CrackingAttemptException() ; HTTP header
/* never gets here */

}

/* fetch e preferred language for this client. */ /}”
X language )= request.getLocale () .getLanguage() ;
/* find TUIl path to the document, including langquage. */
docpath = "/usr/local/www/doc/" + language + "/" + docname;
/* check if the file exists, and in that case read it and
* display it in a new page. otherwise, use default language. */




Ow CAN BE ATTACKED?

Dt —ad

The languagesﬁﬁngistaken{}om'&K:Accept—Language HT TF header, which

comesfnmﬂthechenﬁsrequcsb

String

"/ 4+ docname;

GET /help?doc=passwd HTTP/1.0
Host: www.bank.example
Accept-Language: ../../../../etc

What was the
programmer’s
mistake?

/usr/local/www/doc/../../../../etc/passwd




ETS ASK AGAIN: WHAT IS INPUT?

DT R

Anything entering the application from the outside, tgpicauy through some request
object or request stream, must be considered input.

lnput thus includes:

- A” URL Parameters.
s POST -ed data from textual input, check boxes, radio buttons, select lists,
hidden Fie]cls, submit buttons and so on.

u Cookies and other HTTF headers used bg the aPP]ication, even those used
behind the scenes bg the Programming P]a’mcorm.

A web aPP]ication may take input from sources other than the web client. ]nput may
come from files and database tables generated bg other Par’cs of the total sgstem.



VALIDATING INPUT



HAT IS THE INPUT VALIDATION?

Dt —ad

]nput validation is the process of Cletcrmiﬂing whether an inPut parameter is valid,

accorc!ing to rules set out 59 our application.

The valiclity rules govern rather than Programming language data

types.
= We may, forinstance, say that one Particular parameter has a string data type, but the

value should be taken as an E;mail address.

Sign in

= \When va!ic}ating, we check that the

Q9 FI:=1:E type vour e-mail address in the

format of the Parameter matches the st-yeurname@example.com
z ; : ¥ L3 sd hotmail. com
requn‘eci format of an E;mai] address. - (example555EhetrE . com)

&) Flease type vour password

= | he domain type is “I” ~mail address”.  Forgot your password?




Other t Pical domain tgpcs include ° ‘account”, countrg cocle “customer ]D”
“Clate” “]Cilé name”’, ‘(‘fa yment amount”, “Phonc number” “real name” “URL” “user

name”, “VISA”, an
Enter your billing information ;

The main goal of mPut validation i 1s not to e st g

SO On.

av01d nast metacharacter Problems such Expires on

as 5QL ]ﬂJCC’EiOn and Cross site 5criptmg filina 2

Because for example:

» We cannot, for all Possi}ole aPPlications, say that a real name cannot contain single

quotes (O’Connor}.

»  And we cannot forbid less (<) and greater than (>) 5Igns in discussion site notes.

The main goa] of mput validation is to make sure our app]icatlon works with data
that have the expected format.



VGGESTIONS £FOR G0OOD INPUT VALIDATION

= Make Sure you ]dent@ and \/ali&atc A” ]nPut.

(Good input validation &epen&s on a clear understanding of all parameters originating

on the client, inc]u&ing hidden gielcls) option valuc—:s) cookies and (other) stuff coming

1Crom HTTF headers.

* (_reate Validation [Tunctions.

Examp!es:
. and , returning Poolean values.
= [or server~generate& input, Para”el functions such as and

can abort execution if input is invalid.



UGGESTIONS FOR GOOD iMPUT VALIDATION

= Check the Range.

"or certain domain types, Particularlg the numeric ones, there may be range limitations

as well as format limitations.

Example:
» The Price of an item in a web shop: it must be numeric, but it
- Check the Leng’ch.
You do not wish to allow an of characters for any inPut tm:)e.
]n a database table, you tgpica”g specilcg an upper ]cng’th limit for textual fields.
A]wags check the input for a reasonable ]cng‘ch ( and )



UGGESTIONS FOR GOOD iMPUT VALIDATION

= Check for the Fresence of Nulujgtes.

Nu“~bgtes should never be present In non~binarg input.

As theg tend to cause Problems for many subsgstcms, we magjust check for them
explicitlg when valiclating.

u Ferporm ]nput \/aliclation BC]COFC Doing Anything Else.
Start every request handler }33 validating all input parameters.

llc validation is &elaged until a parameter is used, it is more casilg Forgottcn, and it will not

alwags be clear whcther validation has been a!reaclg done or not.



UGGESTIONS FOR GOOD iMPUT VALIDATION

» Perform Authorization | ests Along with Input \alidation

]n some cases, input from the client will reference resources that may onlg be accessed

bg certain users (c.g. a discussion forum).

Wise to Pcr?orm the access control along with in!:)ut validation) before starting to work

on the inPut.
u Try to Automate ]nput Va]idation

For Projc—:cts with many clevelopers, it may be a goocl idea to create a framework that
forbids direct access to the Request objcct (or similar construct containing request
Parameters). The framework could handle inPut validation before the Paramcters are

Passecl to the main Part of the application.



EGULAR EXPRESSIONS

Dt —ad

]nput validation is about Clcciciing whether data are valid or not.

We raise a question that results in true or false, and the answer is based on whether

the inPut matches our expectations.

star"t of string end of string

domain suffix
only letters

, INW.%+\-]+@[\W.\-]+\.[A-Za-z]{2,3}$/
uscernamece’ omainnam .XyZ —=* 1% LA™
R gasytv;\)/g;tdocfh:’;]a":?la literal ' one VERMARE ficevd et
+, or literal hy’phe’n ‘ g:ore
\ | s

someone@example.uk/co

two or three letter
domain suffix

When it comes to matching tedie nothing beats regular expressions (RED.

R is a pattern matching language suPPortecl bg most Programming Pla’mcorms,
either native]g, or through thircLPartg addons.



ALIDATIOH OF A E-MAIL ADDRESS i1 PHP USIHG RE

function isValidEMailAddress (Semail, S$Scheckdns = TRUE) {

# check length (our internal limit)

if (strlen(Semail) > 128)
return FALSE;

# look for an @ character, and split on it.

if{ZTpreg_match("/“([“@]+)@(.*)$/", Semail, $partS{lS
return FALSE;

Suser = S$parts[1];

Sdomain = Sparts|[2];

# check that the local-part (user) looks OK.

if{Zéreg_match("/[“a-zA—ZO-9_.+-]/", suser) ) A;S
return FALSE;

# check that the domain looks OK.

if (!isValidDomain(Sdomain, Scheckdns))
return FALSE;

# no failures so far, assume OK.

return TRUE;




ALIDATION OF A DOMAIM HAME i1 PHP USIHG RE

function isValidDomain($Sdomain, Scheckdns = TRUE) {
# check length (our internal 1limit)
if (strlen(Sdomain) > 128)
return FALSE;
# check that the domain name looks OK.
] [~a-zZA-Z0-9.-]/", Sdomain))

letuln FALSE;
# optional: check that the domain resolves in DNS.
if (Scheckdns && !checkdnsrr($domain, "ANY"))
return FALSE;
# no failures so far, assume OK.
return TRUE;




HITELISTING VS. BLACKLISTING
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When Filtering data, we look at characters or combinations of characters to remove

something, rewrite somcthing, or detect somet!ﬂing.

The Filtering can be done in one of two ways:
m lclenthcg bad data and filter it.

» | hefirst aPProach is the most intuitive. We know what data are bad, and look for
them. | he process known as b]acklis’cing) since we start with a list of things we do not
like; a blacklist.

u lclerxthcg goocl data and filter the rest.
» |t start with a list of things we consider harmless. \Whenever we see somcthing not on
this list, we assume it may be i‘xarmpu], and filter it. This process is known as

whitelisting) as we start with a list of Presumecl good stuff.



Whitelisting is the Premcerred ap roach in a security context. [t implcments what
firewall Peop]c would Probab]g call clcng 59 default.

Why?

The good. Data we know (or think) are harmless.

The ) Data we know may cause trouble. < Black]isting

e unknown. | Data we know nothi

The gooc}. Data we know (or think) are harmless. Whitelisting

The . Data we know may cause trouble.
T}‘ne 1. Data we know nothing about.



HANDLING INVALID INPUT



ECAP
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1. User—-generated input is what comes from input fields of type text and
password, orfrom textareas.

o USepgcneratecl inPut may be invalid due to tgping errors.
2. Server-generated input is all the rest, such as hidden fields, URL

Parameters that are Part of an anchor tag, values from selection boxes, cookies,
HTTF headers, and so on.

- Ser\/erwgeneratec} input) which is not cjirectlg modifiable }39 the user, will
never be incorrect during normal usage.
» |fitisincorrect, it means that someone is with values that are

norma”g out of their reach, and not supposecl to be changecl.

We should handle user- and serverugeneratecj input c}igerentlg.



ow?

R

- Fomcaultg user-generated inPut, our aPPlication should Polite]g tell the user that
somcthing Is not rightJ and encourage him to changc his input field.

L For bad server~generated input, we do not need to be that Polite.

]n that case,we know that someone has cle]iberatelg tried to alter data that are
not easilg modifiable. T he aPP]ication should the operation and the

incident.
A clean SEFAS with “Pad input Incident loggecﬂ.” IS enough.

[t may even him from having further attempts.

Whatevergou do, be very careful hcyou try to massage or mocjhcg the invalid
inPut to make it valid. Whg?




N EXAMPLE T0 ANSWER THE GLUESTION

B e et

A European bank Provided some static help information to its customers bg
including the content of text files in nicelg formatted web pages.

http://www.bank.example/info.asp?file=infol. txt

http://www.bank.example/info.asp?file=../default.asp

. ]F the above URL had been acceptecl, the attacker would have gainec] access

to the source code of a server-side scriPt.



The programmers included code that should prevent &irectory traversal bg getting
rid of suspicious SElg of the given file name.

Instead of Slelely invalid server~generated input, theg tried to UEEEEL(
the file name to get rid of Path traversal comPonents.

filename = Request.QueryString("file")
Replace(filename, "/", "\")

Replace(filename, "..\", "")

Looks quite clever, ?

How an attacker can }Dgpass it7? @7

o



http://www.bank.example/info.asp?file=....//default.asp

> ....\\default.asp

<:;§ . .\default.asp

.Twmzapphcatkwxﬁse”justhe%xxﬂtheeﬂiackergahxaccessix>a¥ﬂePnzshoukhfthave

access to.

Oo,



SUMMARY



UMMARY

NS W~
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- lnput from the client may enter our web aPP]ications In many shaPCS: URL
parameters, FOﬁTed form data from text fields, check boxes, selection lists
and hidden Fie]cls, and from cookies and other HTTF headers.

= \We need to iclenthcg all input used by our applica’cionJ both the irxput we Pick up
clirectlg from the request, and that we get from more or less well-understood

Programming Pla’mcorm constructs.

. Some of the input Parameters come from user interface elements that let the

user dictate the values. We call these parameters user~generatecl input.



UMMARY

» (Others are not Clirectlg modifiable 233 the user, such as hidden fields, check box
values, cookies and so on. We call these ser\/er~gcnerated input, as theg

originate on the server and slﬁoulcl be Passed back unchanged from the client.

- An attacker may modi{lj both user- and server~generated inPut, sO we must

validate both tgpes.

= \We should pay Particular attention to malformed server~generatecl input, as it
indicates that the user has b assed the normal user inter‘Face ancl clone
gp

modifications behind the scene.



UMMARY

» \We should never UEEEEL( invalid input to make it valid, as an attacker knowiﬂg

our massaging a]gorithm may be able to make it work for him.

= lnput validation makes sure data has expectecl values, suitable for our program

logic.

u ]nput validation is not there to prevent metacharacter Prob]ems occurring when
we pass data to subsgs‘cems, a]though sometimes our validation rules may

Prevent those Prob]ems as a sicle egect.

u ]n such cases, inPut validation gives us defense in depth, at least as long as we
Fo”ow the ru]es o1C alwags hancﬂing metacharacters whenever we pass clata

along.



OUR TASK'S FOR THIS WEEK

) Rien D

] ]rmocent Cocle: A Securitg Wake{/lp Ca” for Web Frogrammers (






AB PRACTICE

A P
) Buidinga Security| ab
»  Download | ab Week 3 |nstruction file from course wcbpagc on (it ub.

Read the |nstructions and PerForm the tasks.


https://hogeschool.github.io/Software-Quality/

