SOFTWARE QUALITY

LESSON 5:

> WEB TROJANS



ALWARE

Malicious Software

= \/iruses

u Trojans @

Bots

Things that bad guys use to comPromise your system ...

iz Steal your resources

= Steal your Persona] stuff



YPES OF NAALWARE
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Not all types of Malware are destructive.

= But theg may cause very annoying behaviors.
= Gcncrate bunch of ads

- Cause 9OUF comPuter run SlOWIﬂ

T hese types of programs are not classified as Malware, bg some experts.

u Theg are known as Fotentia”g Urxwanted Frograms (FUF) or Fotentia”g
Urxwantecl Applications (FUA)
»  Sometimes, Pundled in legitimate software as a Package, but

- Negativel9 affect a computcr
—  |ntroduce other security risks

= Bug somet%ing that you do not need



DWARE
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Adware is software that clisp]ags unwanted aclvcrtising on a computer or mobile

device.
— usua”g in the form of pop-up ads

—  redirect your browser to a certain website

u le it usua oes not cause any direct harm to the user's device, but it can be
While it lly d t y direct harm to th d but it b

very annoging behaviour

— can sometimes contain spyware.



ROWSER HUACKER

R

Hﬁacking a browser means that the malicious software has
redirected your computcr’s browser to a different website,

genera”g used to clisplag advcr’cising.

]t can be used to:

— geneiate visits to a certain website.
— Jlead you to a malicious website that will download malware onto

your computcr.



PYWARE

ltis designed to spy.

It hides on your computer and monitors evergthing you

do.

]t can:

—  track the web activitg
—  access emall

o steal 9OUF uscername and PaSSWOFCl



ANSOMWARE
_——m._.____\_\

With ransomware, someone can lock up your computer

m holding it hostage and Forcing you to pay a lot of
moneyjust to get yourFiles back.

— Regularlg backup the imPortant things on your computer



RUS
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Almost all viruses are attached to an executable file which means the virus may
exist on a system, but will not spread until a user run the infected program.

Viruses often originate on the internet and sPread when:

Address of Entry Point

u clownloacling a file infected with a virus

Entry Point

u Peer~to~Peer file sha ring
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ACRO VIRUS

R

Macro viruses are written sPechCica”g to alter macros which are

common commancls that WO!"C! P!"OCCSSiﬂg Programs use.

- Once openecl macros can cause changes in the text

Clocuments such as

" removing or inserting words
g g

u changing the font

u SOmeE Mmacros can even acceEss emai] accounts

ancj scncl out copies O{: itselF to a users contacts.




ORM

R

A computer worm’s main objcc‘tive is to spreacl as many copies of itself in any
way Possible from computer to computer.

aworm can replicate itself without any human interaction.

— it does not need to attach itself to a program in order to cause damage.
Worms can
— modhcg and delete files

— inject additional ma]ware

onto the ComPutcr




CAREWARE/ CAMWARE/ OGUEWARE/ AKE ALERT
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A malware that SEDE there is a Problem on your machine and offers to solve it, if

you pay them.

Often, it will Pretencj to be an antivirus software, popping up on your screen to tell

you that your machine:

@ Google Chrome has foun.

i is {:u l l OF e lwa e €« C update90.wonroch.cz.cc

Quick scan system

— operating system has errors S v

Number of scanned objects: 6176
Number of infected objects: 98

— I running slowlg s
s W32.Nimba.J@amm
¥ Trojan Horse IRC/Backdoor.SdBotd.FRV
— could crash @ cnarr.socms
% AdvWiare Hotbar
# W9SElkern F-Secure

% Trojan Horse Generic11.0QJ

Recomended: Click "Start Protection” button to erase all threats




COMPUTER TROJAN



HAT 1S A TROJAN?
_—M

Trojan horse is something that appears
to be a ghct, but that actua”g Is a

]n the context of comPuter securitg, the
term has materialized into “a program

that appears to be coo], but PerForm

some scary damages, c.g. erases all files.”
Tl‘:c “Trojan” art comes from the

Greek legend of the Trojan horse.



YPES OF TROJANS

Depencls of the purpose of the trOJan theg can be classified into different
tchs —

- BankingTrOjan 0—’_.
m BackdoorTrojan S

» Downloader Trojan R

» |nformation Stealer o

= Remote Access Trojan *

n DDOS Trojan — TSNS ﬂﬁ



XAMPLE |

NS W~
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]magime a voting web site a”owing users to choose among different alternatives to

collect statistics.

<form action="http://www.voting.example/vote.asp"

method="get">
<input type="radio" name="alt" value="1"/>Foo<br/>

<input type="radio" name="alt" value="2"/>Bar<br/>

</form>

Since the form uses the @ =R method, users voting will visit URLS like this when
thggsukmﬁtthegorm:

http://www.voting.example/vote.asp?alt=2




oW iT CAHY BE ATTACKED?
(D

An attacker can easilg copy the URL and mail it to lots of People and mislead them
into the link.

If several of the targetecﬂ People follow the link, theg all give a vote after the
attackers liking, and the statistics get all



XARMPLE 2
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The rea”g scary threat with Web Trojans is that théy work with authentication too.

As these trojans function }39 tricking a user or his browser into visiting a site, things
will be done on behalf of the userif he is already loggecl in to the target site.

What happens if the user who is loggecj in to his on-line bank, visit this [ 1] Ml in

the browser:

<form name="f" action="https://www.bank.example/pay.asp"
) method="post">
TR / <input type="hidden" name="from-account"
<\) value="1234.56.78901" />
<input type="hidden" name="to-account"”
value="9876.54.32109" />
<input type="hidden" name="amount"
value="10000.00"/>

</form>
<script>document. f.submit () </script>




UTOMATIC AUTHEUTICATION

So, if the victim is alreadg logged in to the bank, and the bank . »
accepts that kind of form, the user will unintentiona”g some 'x‘
money to the attacker, or to someone the attacker wants to get

trouble into with the authorities.

For this to worl<, one will have to reach the victim while he is loggecl in to the target
site.

» |f the useris not a]wags ]ogged in, the attacker will somehow have to make sure

the victim is signecl on to the target site before trickimg him into viewing the

malicious HT ML

" How? @7



SER SHOULD BE LOGGED i

"  Sometimes that is quitc SEETE
» ifthe userhas clicked a “remember me” option, he will a!wags be !oggccl In.
» ifthe target site is an intranet solution based on domain authentication.
n if single sign-on solutions (like Goog]e, Microsoft Fassport, etc.) users may
be loggecﬂ in to more sites than theg imagine.
u For a site where the attacker may add comtent, c.gx'a discussion Forum, that may
be SEEDE
o just add a very tempting note in the forum asking People to take a look at a
link. Angone reading the note is guaranteed to be loggecj I

m Socia] Engineering to the rescue!



AMPLE

he target site is our bank named

he attacker can send the victim an [~ ~mail that appears to come from the bank:

To: victim
From: security@bank.example
Subject: Emergency -- please read immediately!

Dear John Doe
Due to recent issues, we kindly ask you to help us check

your account. Please immediately log in to the bank. Once
logged in, click on this link and follow the instructions:

http://www.bank.example@520962083/1login

Sincerely,
Cliff Johnson, Chief Security Officer at Example Bank Inc.



http://www.bank.example/
http://www.bank.example@520962083/login

PROBLEM



HE PROBLEM
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Mang web sites, including banks, shops, discussion sites, and whatnot are

to some kind of Web Trojan trickerg.

» T o see how to Clcsign a web solution that is not vulnerable, we need to

understand the Problem.

\When someone browses our site, we tgpica”y generate web pages that contain

URLS and forms inviting the userto do something.

= Web Trojans work because it is Possible for attackers to give victims these
on our behalf.

T o avoid the threat, we need to make sure the action a user takes rea”g is based on
an offer we once gave him, rather than on an ogergiven him }33 someone else.

- How’:’ @7



SE REFERER?

Mang devc]opcrs think that the Referer header is a gooé thing to check to make

sure the visitor came from our site.

[ ]n gencral) t}‘lC RC]CCFCF heacler Web Applicati
e PPlCa on

>

Web Server

should not be used for securitg,

as it comes from the client-side.

Put in the Web Trojan case it could have been useful, if it was not for the fact that
many filter it out for Privacg reasons.

» Referer headers are thus often missing in tota”g legitimate requests, so we

need to find a method that does not clepenc! on it.



EAUTHEMTICATion?
An aPProach that would work would be to require reauthentication of the user for
every action that changes something.

T his solution includes adding a Password field to every form Presentecl to the
client—an aPProach taken bg many online banks.

—

“:‘ (XX
nmm—— r
/

= 7

Umcortunatelg, giving Passwords all the time is cumbersome, so we will try a different
aPProacH



SOLUTION



PRACTICAL SOLUTION: TICKET SYSTEM
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1o protect against Web Trojans, Clevc]opers should implement a “ticket system”.
(_entral to this system are nonpreclictablej random numbers, called tickets.

A web SELCRUET tgpica”g contain one or more offers to do an action that has side
effects.

For each such offer, generate a unique, random string, and connect it with the offer.

I‘F tlﬂle OFFCI‘ iS 5] Formi (lnput t}.'pe= "hidden"
name="ticket" value="uFnVB50HiMVMcFTN"/>

If the offeris a link:

<a href="vote.jsp?alt=1&ticket=bVGZTa78LV00Znon">

Yes, I agree</a>




EMERATE THE TICKET

or each ticket generated, add a string naming the action it refers to, and store the
combined string in a ticket Pool in the session of the user who receives the offer.

If the action in question is, for instance, to confirm deletion of a note numbered
i 254, and the ticket is representecl as LZE9QfzOK5mgysK, the string to store could
be delnote-1234-LZE9QfzQK5mgysK.

LZE9QfzQK5mgysK

You now have the same ticket on delnote-1234-LZE9QEZ0K5mgysK
both the client-side and the server Web Application
side. @
/./""""'“3 %ﬂ \
mpa =
WebSer\/er




ERFORM THE RELEVAMT ACTioM

Whenever a request to PerForm an action arrives from the user, extract the ticket
from the reques‘c.

delnote-1234-LZE9QfzQK5mgysK

Web Application

&

T hen add the name of the action that is about to be
Perpormed to the beginning of the string, and look @i B oveK

ZE9QfzQK5mgy sk '
for a match in the session ticket Pool. — %ﬂ
/ /
If hing Hale s ‘ ~
a matcning ticket 1s found, you may assume tna Web Server

the offer was given bg your web site.
. ]n that case, PerForm the action, and remove the A /\ﬂ

ticket from the Poo]. @




OTCHAS

T he ticket system works because attackers will not be able to Edicss what ticket
values you may have given to the user, and theg will not be able to insert tickets into
the victim’s ticket Pool on the server side.

i. Jf you include the tickets in G T requests, so that theg become =Elg of
URLSJ you risk through Rmcerer headers if the user follows a link

From your site to other web servers.

2. The system will break i your aPP]ication is vulnerable to (_ross-site Scripting.
an attacker is able to insert JavaDcript in a page generated by your server,
If ttacker is able to insert ipt i ted b
he will be able to extract tickets from the page.



INTS IN TICKET SYSTEM IMPLEMENTATION
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i. Web pages with tickets in them cannot be cacheable, as each ticket can onlg be
used once.

T ell browsers and Proxiés not to cache pages with tickets in them to make sure
every page comes with Fresh, valid tickets.
2. [utan upper limit on the number of tickets in a Poo].

T here will be left-over tickets, as users do not neccssarilg follow up on all the offers we

give them.

When the limit is rc—:achccl) remove the oldest ticket and add the new one.

T he limit will stop People from Clcliberatelg Fi”ing up memory with unused tickets.



3. Session timeouts make the server-side ticket Poo]s disaPPear.
T he result is that we may get legitimate Incoming requests with no matching
ticket on the server, for instance from a user who has spent an houmci”ing in lots
of details in a web form.
( |sers won’t be happg if we their input.
Instead we could reclisp]ag the web page with a new ticket and all the Incoming
text filled I, taggecj with an explanatorg message that asks him to confirm that
he rea”g intends to Perporm the action.



i Tickets are needed onlg for requcsts that actua”g chaﬂge something on the
server.

A user who wants to edit a note, for cxamp]ei will first request the note ccliting
form, tgpica”g 59 clicking a link.

This request does not chaﬂge angthing, so it need not be Protected bg a
ticket.

When he has finished ecliting, he FOSTS his changes.

The second request upciates the server-side database, so it should be
rotected by a ticket.
P Y



SUMMARY



UMMARY
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»  Attackers may give their victims and
therebg trick them into Cloing somet!ﬂing they never intended to do.

- The offers yE be URLS or ’ and they may be given

througlﬁ any channel available, such as E~mails and web pages outside of the
target site.

= Jo protect a web site and its users from these Web Trojans, web &evelopers
will need to implement special security mechanisms, for instance the ticket

sgstem.



UMMARY
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» T he ticket system will make sure an action taken is based on an offer given bg

the web site rather than }33 some off-site attacker.

= Asof writing, mechanisms to protect against Web Trojarss are not commonlg "

use, making lots of web sites vulnerable.



OUR TASK'S FOR THIS WEEK

) Rien D

] ]rmocent Cocle: A Securitg Wake{/lp Ca” for Web Frogrammers (






AB PRACTICE
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@» lnput \/alidation

»  Download | ab Week 5 |nstruction file from course wcbpagc on (it ub.

Read the |nstructions and PerForm the tasks.


https://hogeschool.github.io/Software-Quality/

